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1
Decision/action requested

Approve the proposed solution for TR 33.700-32.
2
References

[1]
3GPP TR 33.700-32: "Study on security aspects of User Identities and Authentication"
3
Rationale

It is proposed to address TR 33.700-32 [1], "Key Issue #1: Authentication and Authorization of Human User ID" using an authentication and authorized procedure during Registration.
4
Detailed proposal

It is proposed to approve the following solution in TR 33.700-32.


* * * * Start of Changes (all text new) * * * *
6.Y
Solution #Y: User Authentication and Authorization via AMF
6.Y.1
Introduction
This solution addresses "Key Issue #1: Authentication and Authorization of Human User ID" reusing an EAP based mechanism similar to Network Slice Specific Authentication and Authorization (NSSAA), as described in TS 33.501 [x], clause 16. 
6.Y.2
Solution details
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Figure 6.Y.2.1-1: User authentication and authorization during Registration procedure

0. It is assumed that the User Id is linked to a UE subscription in the UDM/UDR, and the UE is pre-configured with User Id authorization information (e.g., authorized PLMNs, access type).
1. The UE checks its authorization configuration to verify if the UE is allowed to use the User Id before sending a Registration Request message including the User Id to be activated. 

2. The AMF checks subscription data and user profile for User Id from UDM/UDR to check whether User id is authorized for (i.e., linked to) the UE subscription. The AMF determines whether to initiate User Id authentication and authorization based on authorization data retrieved from UE context or UDM/UDR. 

3. If no valid authorization is found the AMF sends a Registration Accept with an indication that authentication and authorization of user id is pending, and step 4 is skipped. Otherwise, the AMF includes the authorization result information in the message. The UE refrains from requesting a network service (e.g., PDU Session, SMS) regardless of the access network, while the user id authentication and authorization is pending.

4. The AMF initiates the authentication and authorization of user id with authentication server (AAA) via an NSSAAF with User Id authentication functionality. Multiple messages (e.g., EAP) are exchanged between the UE and AAA via NSSAAF. The AMF receives from AAA an authentication and authorization result that may include a user id authorization data (e.g., validity scope such as time, location, access type, authorized PLMNs).
5. The AMF updates UDM/UDR with authorization data and indicate active state for the user id.

6. The AMF updates the UE in a UE Configuration Update (UCU) procedure providing the authorization result including an indication of successful activation of user id. Based on the authorization result, the UE can request to use a network service (e.g., setup a PDU Session with a S-NSSAI/DNN combination).
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled. The evaluation of the solution should include the impact to the 3GPP system.
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